
ALL of the following:
- no IP value
- low sensitivity data
- no IRB restrictions
- no sponsor restrictions

ANY of the following:
- moderate IP value
- moderate sensitivity data (e.g., LDS)
- limited institutional or IRB policy restrictions
- moderate sponsor restrictions

ANY of the following:
- high IP value
- high sensitivity data (e.g., PHI)
- significant IRB/consent restrictions
- major sponsor restrictions

“EZ Pass” - General Website Terms of Use Standardized Click-Through
Terms and Conditions

Individually Negotiated
Bi-Lateral or Multi-Lateral Agreement

Data/Images/
Specimens

Data Sensitivity
(Privacy/Security Considerations 

– Legal/Regulatory)

Economic/Proprietary/IP Value
(Need for Protection from 

Institution or PI Perspective)

IRB/Institutional Restrictions 
(Human Subjects Considerations 

– Ethical)

Sponsor Restrictions
(Grant or Contract

Terms and Conditions)

None/Low

Medium

High

De-Identified/
Anonymized Data 

Set

Coded/Limited 
Data Set

Identifiable Data

Explicit Permission 
for Registry 
Participation

Policy Limitations

Explicit Consent 
Limitations/
Restrictions

No Restrictions

Delays or Other 
Moderate 

Restrictions

Classified 
Research/Major 

Restrictions

Examples: is the data subject to a restrictive 
license?  Is it related to an invention report 

you have or intend to file with your institution?

Do federal or state law or your institution's
policies prohibit or restrict disclosure?

Do your Institution's or IRB's policies or the applicable
informed consent documents explicitly or implicitly restrict

or permit disclosure (e.g., “no commercial use”)?

Do terms and conditions in any sponsored agreements
prohibit or restrict disclosure outside institution or to caGRID?

caBIG™ DSIC WS Framework for Data Sharing Terms and Conditions


